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SECURING VOICE OVER INTERNET PROTOCOL (VoIP):
KEEPING YOUR NETWORK SAFE
This book is intended as a primer for various organizations and individuals who
may be planning to roll out a VoIP system. Generally speaking, if you have not
experimented with VoIP in the past, a lot of new issues may surface that had not
been considered in the older days of telephony. This book is structured in such
a way as to handle those issues. In this chapter the following issues will be addressed:
1. History of telephony and why it was always considered to be safe
2. History of the Transmission Control Protocol/Internet Protocol (TCP/IP) suite
and why it was always considered unsafe
3. The convergence of voice with data networks, and introduction to VoIP
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4. Ingrained weaknesses in the deployment of a VoIP system including:
a. Technological weaknesses
b. Policy weaknesses
5. Statements of what is at risk when you deploy VoIP
6. Some of the threats that are known problems
7. Toll fraud
8. Theft of services
9. Loss of confidentiality
10. Eavesdropping
11. Hijacking
12. Voice mail hacking
13. Infrastructure attacks
14. Man-in-the-middle (MITM) attacks
15. Disruption or denial-of-service (DoS) attacks
As the reader might see, the issues can be many, yet they are not insurmountable.
For example, when looking at the list overall, there are some pieces that can be considered and can be shorn up together. Actually, it is best if the security policies and
procedures that organizations adopt and implement fully complement each other.
Moreover, when dealing with VoIP, it is imperative that the security policies and
procedures match those of the organization’s information technology (IT) security,
audit, and business resumption plans and they all coalesce as a single document. In
fact, the closer the ties built in to blend the security, the better the installed system
should work as a homogenous plan.

HISTORY OF TELEPHONY
In the very beginning of the voice telephony networks, the systems and services were
always considered safe. The reason for this stems from the “Bell Telephone Company” philosophy. The Bell companies always ran a telephone wire from the Central
Office (CO) to the customer’s location. Different ways were used but for this discussion, the telephone wires were dedicated wires that ran from the CO along a wiring
telephone pole line route to the end user’s location (i.e., residence, business, etc.). In
Figure 1.1 is shown a markup of how the wires were run from the CO to the end user
over a pole line route. Because these bundles of wires were large, it was difficult for
anyone to break into a pole line route or a buried route of 600–1200 pairs of wires
and tap into them. It was possible but less than practical to break into such a link.
Note that at the end user’s location a single pair of wires was run into the customer
location and a telephone set (typically an analog phone) was terminated on the wires.
Alternatively the dedicated wires were bundled together in a conduit or buried
directly in the ground. For efficiency sake, the telephone wires were bundled in
600 or 1200 pairs of unshielded twisted pairs. As the larger bundles of wires were
run closer to the customer site, they were split off at manholes or handholes where
the pairs ultimately got separated to bring one to four pairs to the door. Shown in
Figure 1.2 is the pole line and conduit combination.
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FIGURE 1.1
The telephone company wires were run on a pole line route.

FIGURE 1.2
A mix of buried conduit and pole line route can also be used.

Throughout history, the telephone company CO has always been kept under lock
and key. No outside personnel were allowed into the CO. The reason is obvious; the
Bell Telephone Company was a natural monopoly and had total control over their
wires. Entering the customer’s site was a two- or four-pair cable as might be seen in
Figure 1.3. This graphic shows a four-pair connection that is typically color coded so
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FIGURE 1.3
A four-pair wire was terminated at the customer location.

that dial tone can be brought to the end user. Under normal circumstances, the wires
were thought to be dedicated from the CO to the telephone set.
Quite frankly, it was difficult for anyone other than a telephone company employee to figure out how the wiring was connected and how it worked, along the route.
Thus, the cabling was considered safe. This is even truer when the cables were buried
under the ground in a conduit. It took special knowledge to understand the myriad
wires and the color schemes as well as the labeling.
For these reasons of complexity, visibility, and color code combinations, the telephone wires were always considered safe. Moreover, the architecture of the telephone network lent itself to security as the COs were not visibly labeled, there were
little (or no) windows in the central switching offices, and the buildings required a
user password or a card key system to get in. This kept the infrastructure fairly secure. Rather than belabor this thought, there have been breaches but they have been
few and not highly publicized.

HISTORY OF THE INTERNET PROTOCOL
Without a doubt, much has happened since the inception of the Internet in the late
1960s. To be sure, the Internet was always considered an open access network. The
intent was that colleges, universities, government agencies, and certain large corporations would use the Internet to share information. Thus, it had little security placed
on it in the beginning. The entire purpose was for users to openly access data, files,
and text messages (mail) that could be transferred between and among computers.
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To facilitate this sharing a set of protocols was developed called TCP/IP. This protocol set was referred to as the DoD model in the beginning as the Internet was actually
designed for the DoD under the auspices of the Defense Advanced Research Project
Agency (DARPA) budgets for just this sharing of data.
Because DARPA needed the openness to share the files among many different
computer systems, the protocols developed were open (no real security). As long as
you knew how to connect, the access was wide open. Later, after several iterations,
the need for securing the TCP/IP suite became rather obvious. Therefore, the TCP/
IP in use today (still mostly IPv4), which was developed for use in 1983–1984, has
been fixed like a patchwork quilt. New features were added, new security tools were
added, and other tools were developed. Whereas the network was used primarily
for the DoD use, it took a long time in coming. Yet in 1991 depending on how you
view the evolution, the Internet became a public network to serve as the “information highway” of the future. It was then that the use and the exposure of the Internet
exploded to a worldwide network accessible to all. The beginning network used a
model of switches and routers that were different than the telephone companies. In
fact, where the circuit-switched telephone network was used for voice and dial-up
data, the Internet was based on a packet-switching network using TCP/IP. Figure 1.4
shows a mapping of the TCP/IP stack; although there are many different ways to
show this stack, it is fairly easy to display many of the protocols in this one figure. As can be seen there are basically four different layers in this model. The bottom two layers include the hardware interfaces (looking at many different LAN and
WAN connections) and the networking layer Internet Protocol (IP). At the transport
layer Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are
shown. These two different protocols are different to each other in terms of their
function. Where TCP guarantees delivery, UDP does not guarantee delivery. It can be
that VoIP runs on a TCP connection or a UDP connection. More will follow on that
later. At the application layer in the TCP/IP stack as it was developed there are many
applications that are supported. It was later that at the application layer new protocols
were added to TCP/IP to support the VoIP services.

FIGURE 1.4
The TCP/IP stack as it existed early on.
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After several years, breaches occurred across the Internet. As a result, a series
of add-on features were created to patch the problems. These fixes included firewalls, new routers, more protocols to create a secure(r) environment, etc. It was these
patches and fixes that helped create the Internet the way we know it today. Yet, some
of the fixes got in the way of developments (i.e., in VoIP) that created the need for a
workaround. Regardless of the issue, the protocols needed to be created to simplify
and shore up the network, but the “evildoers” across the globe sought out many of the
loopholes in the protocols and began exploiting them. Many of these exploits will be
discussed later in this chapter and throughout others.
It was only a matter of time that voice and data convergence would rise to the
forefront of the industry. Early on there were two separate directions that led the way
for voice and data communications: the first was the voice telecommunications departments that often worked for finance or administration in corporate America. As such
circuit-switched voice was the primary goal to satisfy the needs of the organization.
The voice networks were deployed for daytime use (primarily) and the circuits sat
idle off-hours. Consequently, the MIS1 departments saw an opportunity to get a free
ride for the data transmissions after hours by using both dedicated (leased) lines and
circuit-switched lines. Second, after enough haggling and arguing, data transmission
volumes began to overtake the voice traffic and newer methods of shipping data across
the organization were needed. Packet switching was one of the methods. X.25 protocols were developed to handle reliable data transfer (guaranteed delivery and low error
rates). However, this reliability came with a price. The costs were high and the delays
encountered from retransmissions were high. Thus, a new method had to be found.

WHAT GOES AROUND COMES AROUND
As mentioned above, the Internet was developed for open communications between
and among computer systems of different organizations. However, the original Internet protocols (such as IP) did not guarantee delivery, did not sequence the data
properly, and did not provide error-free traffic. Consequently, the X.25 protocol was
developed and rolled out as the salvation (1976) and went through several iterations
of improvement. The X.25 network as shown in Figure 1.5 was primarily set up for
dedicated access but was later used as a dial-up connection for smaller sites.
X.25 operates at layer 3 of the Open Systems Interconnection (OSI) model
as seen in Figure 1.6. With that there was considerable overhead associated with
transmitting data. Remarkably, the X.25 networks served the purpose for less than
20 years, which in the telecommunications networking environment was very shortlived.2 One of the drawbacks of X.25 was slow speed, that being 56 or 64 kbps.
The IT departments were fast approaching critical mass with the transmission of
As it was called in the earlier days, management information system has gone through several iterations of naming until it became what is known today as the IT departments.
2
X.25 was continued in use for certain organizations for years after this discussion but the masses
began moving away from it earlier.
1
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FIGURE 1.5
The X.25 network as it evolved.

FIGURE 1.6
X.25 operated at layer 3 of the OSI model.
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FIGURE 1.7
Frame relay used a reduced overhead at layer 2 of the OSI model.

data and had to find a lower-cost method to satisfy the data needs as well as faster
networking speeds.
In 1992 both frame relay and ATM were introduced as means of moving away
from the slower and more costly X.25 networks. With the implementation of frame
relay the networks reduced overhead and allowed data to move at speeds of up to
2 Mbps and a streamlined layer 2 protocol. With reduced overhead and faster linkage
frame relay spanned data rates of 56 kbps to 2 Mbps and reduced the error checking
on the frames of information. Frame relay at the lower portion of layer 2 of the OSI
model is shown in Figure 1.7.
Frame relay worked fine and still does, but the data needs were outstripping
everything that frame relay could handle. As a result, a faster packet technique
called Asynchronous Transfer Mode was developed to handle the speeds available
on optical fiber networks. Speeds in ATM ranged from 50 to 622 Mbps, using a
reduced overhead. Reducing the amount of error checking needs was an obvious
fit for the telecommunications industry because fiber optics produced data at much
higher throughput and lower errors. ATM then works at the bottom half of layer 2
of the OSI model similar to frame relay, as can be seen in Figure 1.8. The upper
portion of layer 2 is called the ATM adaptation layer that is used to prepare the
traffic based on the traffic type (circuit-switched voice, packet-switched voice or
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FIGURE 1.8
ATM operates at layer 2 of the OSI model.

video, packet-switched data, etc.). The figure shows that there are different steps to
get the ATM cells ready for the network.
After all the work that was placed on the networks to ready the data for movement, what began as the IP (from the original ARPANET) became a better way to
move data. In 1984 the TCP/IP stack version 4 (IPv4) was introduced as mentioned
above as a means of DoD units to move data between disparate machines and protocols. This worked for many years and in 1995 the information highway of the future
(as it was called) was brought about with the commercialization of the Internet. TCP
is a smart protocol that was designed for reliable data transfer on an end-to-end basis, much like X.25 protocols were designed to carry the data reliably. TCP works at
layer 4 of the OSI model.3 IP is designed as a dumb protocol that guarantees nothing.
IP does not guarantee delivery, is not concerned with proper sequencing (arrival) of
the data, does not worry about error checking, and does not necessarily arrive on
time. As a result, TCP is the protocol that handles these issues. One must remember
that by this time the optical networks were delivering data (and voice) at higher,
The DoD model had only four layers but comparisons are always drawn between TCP/IP and the
OSI model. So for the purposes of explanation, the industry refers to TCP as a layer 4 OSI equivalent.
3
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